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Hy>XHa nn Ham 6e30nNacHOCTbL?

Pa3paboTka nporpaMMHOro obecrnevyeHus AABASeTCa J0CTaTOYHO C/I0XKHOM
3a/la4en - a Bonpochbl 6€30MacHOCTM AENatoT ee elé 60/1ee CI0KHOM
HepocTtaTku Mory nposiBUTCS, a MOTYT U HE NMPOABMUTCA NPU NOBCEAHEBHOM
MCNO/Ib30BaHMMU

Ho o6Hapy»eHHble He Bamu HegocTaTKM MoryT aoporo Bam ctout

"' LoftSchool

OT MbIC/INTENSA K co3aaTtesito



OcCHOBHbIe NMPpUHUMNDbI

[lpoBEPOK MHOIO HE 6biBaET

Henb3a BepuTb HUKOMY!
Jltlobble AenCTBMA NONb30BaTE/IA MOTY 6bITb HanpaB/IEHbI MPOTUB BalLEro

camta! M 6yayT HanpaBaeHb!!

"' LoftSchool

OT MbIC/INTENSA K co3aaTtesito



Yrpo3bl 6e3onacHOCTU canTa

BHeapeHue Koaa (XSS)

BHegpeHue SQL koga (SQL-mHbEeKumm)

BHeapeHue ucnosnHaemoro koga (PHP nHbekuus)
HegoctatoyHaa obpaboTKa uam HeT ob6paboTku PHP
PackpbiTe AaHHbIX ceccusa (CeaHCoB)

Chabas 3awmra npu ayTeHTUMKaUuUM 1 aBTopm3aumm
HekoHTpoamupyembin AocTyn K damaam u b/l

"' LoftSchool

OT MbIC/INTENSA K co3aaTtesito



BHeppeHune HTML kopa (XSS)

Bo3moxkHoCTb Mogmndumumposate HTML Kog pa3meTku
MpHUYUHbI

e HepoctaToyHas NpoBepKa BXOAHbIX AAHHbIX
e lcnosb3oBaHWE NPSIMOro BbIBOJA NapamMeTPOB MPUJIOKEHUS
e HenpaBuibHaa Ucnonb3oBaHMe LaboHM3aTOPa

"' LoftSchool

OT MbIC/INTENSA K co3aaTtesito



Bo3MOXHble peLueHUs

e Jliob6ble AaHHblE NONYYEHHbIE M3BHE AOJIKHbI ObITb MPOBEPEHBI
® MMHUMM3UPYMTE KOZIMYECTBO KaHA/I0B NOJIyYEHMS MOJIb30BaTENbCKMX
JAHHbIX (BCe 3anpochbl AOKHbI MATH Yepe3 1 damnn)

e He nwmte owmnbKM BO BXOAHbIX AAaHHbIX. NWKMTE TO, YTO BaM HYKHO.
Hanpumep:

Sage = abs((int)S_GET[‘age’]);
if(Sage < 18){
exit(‘MoB3pocnen noka yto!’);

}

"' LoftSchool
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Bo3MOXHble peLueHUs

JIto6ble AaHHbIE MOJTyYEHHbIE U3BHE JJ0J1XKHbI 6biTb NPOBEPEHDI
MWUHUMM3MPYUTE KOJIMYECTBO KAHAJIOB MOJTyYEHMA NOJIb30BATEIbCKUX
JAHHbIX (BCe 3anpochbl AOKHbI MATH Yepe3 1 damnn)

He nwute owmbkm Bo BXOAHbIX AaHHbIX. MLWMTE TO, YTO BaM HYKHO.
Hanpumep:

€CJI1 HEO6XO0AMMO BCTaBUTb AaHHble 13 BU3YaslbHOro peJaKTopa, TO
HEeo6X0AMMO MCNOosIb30BaTb PyHKUMIO htmlentities

"' LoftSchool

OT MbIC/INTENSA K co3aaTtesito
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PaboTta c ceaHcamum

[lpn paboTte c ceaHcamu (CeccuamM) HE0H6XOAMMO BKJIKOMATb HACTPOMKY
session.httponly

ini_set(‘session.httponly’, 1);

OTMeTKa, Cor/lacHO KOTOpOM A0CTYN K cookies MOXKeT 6biTb NoIyYEH TOJIbKO
yepe3 HTTP npoTtokon. 3To0 03Ha4yaeT, 4To cookies He GyayT AOCTYNHbI Yepes
CKPUNTOBbIE A3bIKM, TakMe Kak JavaScript. JlaHHas HacTpoMKa No3BOASAET
3(P@OEKTUBHO 3alUUTUTL OT XSS aTak

* LoftSchool

“ OT MbIC/INTENSA K co3aaTtesito



PaboTta ¢ ceaHcamum

[Ip1 cMEeHe No/1b30BaTe/IbCKMX NPMBUIETMU, aBTOPM3aLMKU NMOJIb30BaTeNSA, AS
npeAoTBpalleHnn nepexesaTta MaoeHTUDUKaTOpa CeaHca HeE06X0AMMO Bbi3blBaTb
yHKUMIO session_regenerate_id()

"' LoftSchool

OT MbIC/INTENSA K co3aaTtesito
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BHeapeHune SQL kopa

OaHa 13 caMbiX pacnpoCTPAHEHHbIX YrPo3 M ONacHbIX Yrpo3
Bo3moxkHoCTb MogmnduKaumm SQL onepatopos, ucnoab3yemoix B b/

NMpUYUHLI:

HenpoayMaHHOCTb NpUNOXKEHUA U CTPYKTYpbI b/
HepoctaTtouyHaa ouabTpayma AaHHbIX

"' LoftSchool

OT MbIC/INTENSA K co3aaTtesito



BHeapeHue SQL kopa

Squery = S_GET[‘search’];

Sres = mysqli->query(‘SELECT id, date, title, description .... FROM news
WHERE title LIKE (“%Squery%”)’);

B Squery - ‘)+AND+(id_author = ‘1)

SELECT id, date, title, description .... FROM news WHERE title LIKE (“%”) AND
(id_author = 1)

Loftschool

OT MbIC/INTENSA K co3aaTtesito



PacwenneHue 3anpoca
Sid = S_POST['id'];
Sresult = Smysql->query('SELECT * FROM news WHERE id = '.Sid);

3HayeHue: 145; INSERT INTO admin(username, password) VALUES
(' VasyaAdmin', openDoor );

SELECT * FROM news WHERE id = 145; INSERT INTO admin(username,
password) VALUES( VasyaAdmin ', openDoor );

LoftSchooI

OT MbIC/INTENSA K co3aaTtesito



Ucnonb3oBaHne UNION
Sid = S_POST['id'];
Ssql = “SELECT id, title, author, description FROM news WHERE id =”. Sid;
Tekct: -1 UNION SELECT 1, username, password, 1 FROM admin
PesynbTar

SELECT id, title, author, descriptionm FROM news WHERE id = -1
UNION SELECT 1, username, password, 1 FROM admin

LoftSchooI

OT MbIC/INTENSA K co3aaTtesito



JKpaHMpoBaHUe XBOCTa 3arnpoca

Sid = S_POST['id'];
Ssql = “SELECT id, title, author, description FROM news WHERE id =”. Sid .”
AND author LIKE (‘a%’)”

TekcT: -1 UNION SELECT login, password FROM admin --

Pesynbrtar: SELECT id, title, author, description FROM news WHERE id =-1
UNION SELECT login, password FROM admin -- AND author LIKE (‘a%’)

LoftSchooI

OT MbIC/INTENSA K co3aaTtesito



Bo3MOXHble peLueHUs

Jllobble AaHHble, MoJly4YeHHble M3BHE, rnoanexar
o065A3aTe/IbHOM NMPOBEpPKE

MaKkcumanbHoO U3beramte KoHKaTeHaumm B SQL
3anpocax

Mcnonb3ymTe XpaHMMble npoueaypbl, NpeAcTaBAEHMS
MW NOArOTOBJ/IEHHbIE 3aNpPOChl

Loftschool

OT MbIC/INTENSA K co3aaTtesito



[logroToBreHHbIe 3anpochbl

Sstmt = Spdo->prepare(‘SELECT * FROM products WHERE id_catalog = :
catalog’);

Sstmt->bindParam(‘:catalog’, Scatalog, PDO::PARAM_INT);
Sstmt->execute();

LoftSchooI

OT MbIC/INTENSA K co3aaTtesito



Ucnonb3oBaHue npeacraBneHun

CREATE VIEW vName AS

SELECT products.id_catalog as id, products.name, products.
mark,

products.count, products.price, products.description,
catalogs.name as title

FROM products
JOIN catalogs ON products.id_catalog = catalogs.id;

"' Loftschool
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XpaHuMble npouenypbl

DELIMITER //
CREATE PROCEDURE spGetProductsByCatalog(id_catalog INT)
BEGIN
SELECT products.id_product as id, products.name as title, products.mark,
products.count, products.price, catalogs.name as catalog
FROM products
JOIN catalogs ON products.id_catalog = catalogs.id
WHERE products.id_catalog = id_catalog;
END //

LoftSchooI
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3anpeTuTb NoJsib30BaTesnio BbIBOA
OLUMOOK Ha JIKpaH

PHP.INI
display_errors =off

log_errors =on
error_log = /var/log/php.error.log

SCRIPT

ini_set('display_errors’, 'off’);

ini_set('log_errors', ‘on’);

ini_set(‘error_log', '/var/log/php.error.log’);
“ LoftSchool
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KoOHCTaHTbI OLLNOOK

KoHcTaHTa

E_ERROR
E_WARNING
E_PARSE
E_NOTICE

E_RECOVERABLE_ERROR

E_DEPRECATED

E_ALL

OnucaHue

HeycTtpaHnmas owmnbka
Ncnpasumas owmnbka
Owwnbka napcepa
NoTeHumanbHaga owmnodka

OnacHas, Ho He (haTanbHaga owmnbka (Hanpumep,
HecooTBeTCTBME TMNA)

MpeaynpexaeHne ob ncnonb3oBaHUm
ycTapeBLUen OyHKLNU NI BOSMOXHOCTU

Bce ownbku

Bo3MOXHOCTb
nepexBsara

Het

[a

HeTt
[a
[a

[a

Het
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Ucnonb3oBaHue is - PYHKLUUN

IS_array
IS_bool
Is_callable
Is_double
Is_float
IS_int
IS_integer
IS_string

IS_long
Is_null
IS_numeric
IS_object
IS_real
IS_resource
IS_scalar



[TpoBepkKka NpUCyTCTBUA 3HAYEHUS

filter _has value(INPUT POST, ‘field’);

INPUT_POST
INPUT_GET
INPUT_SESSION
INPUT_SERVER
INPUT_ENV
INPUT_COOKIE
INPUT_REQUEST



Banvaauusa AaHHbIX

if(filter_input(INPUT_POST, 'age', FILTER_VALIDATE_INT)){
echo "[aHHble Obiin BBeaeHbin KOPPEKTHO"; }

FILTER VALIDATE_BOOLEAN
FILTER VALIDATE_EMAIL
FILTER VALIDATE_FLOAT
FILTER VALIDATE_INT
FILTER VALIDATE_IP

FILTER VALIDATE_MAC
FILTER VALIDATE REGEXP
FILTER VALIDATE_URL



[lpoBepkKa naponeun

$old_pass = 'dsasdadaadwqwcv32ca’;
$check pass = 'dsasdadaadwqwcv32ca’;

$old pass hash = password_hash($old pass, PASSWORD DEFAULT);

if(password_verify($check_pass, $old_pass_hash)){
echo "Bce good";

} else {
echo "lNaponn He coBnagarT";
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